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• You have been muted upon entry. Please respect 
our presenters and stay on mute if you are not 
speaking.

• Please share your questions in the chat. CHCANYS 
staff will raise your questions to our speakers and 
follow up as needed if there are unanswered 
questions.

• The session is being recorded and materials will 
be shared after the session.

Zoom Guidelines



New York State HCCN Objectives

Patient Engagement

Patient Privacy & Cybersecurity

Social Risk Factor Intervention

Disaggregated Patient-level Data (UDS+)

Interoperable Data Exchange & Integration

Data Utilization

Leveraging Digital Health Tools

Health IT Usability & Adoption

Health Equity and REaL Data Collection*
Improving Digital Health Tools- Closed Loop 
Referrals*

2022-2025 Project Period

* - Applicant Choice Objective
Bold- Objective Carried over into 2022-2025
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6Use of Ambient Intelligence Tools in Clinical Settings 

There is no New York law or regulation addressing the use of ambient intelligence tools generally or in clinical settings, specifically.  As a 
generally “one-party consent” state,  New York regulates the recording of conversations under the NY Penal Law provisions on eavesdropping. 

As a result, a provider consenting to the use of ambient intelligence tools in their clinical encounters with patients would not violate                               
New York’s eavesdropping laws. 

1  N.Y. Penal Law § 250.05.
2  N.Y. Penal Law § 250.00(2).
3 Sharon v. Sharon, 558 N.Y.S.2d 468 (Sup. Ct. 1990).
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Ambient Intelligence Tool Definition

Wiretapping 
“The intentional overhearing or recording of a telephonic or telegraphic communication by a 
person other than a sender or receiver thereof, without the consent of either the sender or 
receiver, by means of any instrument, device or equipment.”1

Mechanical overhearing of a 
conversation

“The intentional overhearing or recording of a conversation or discussion, without the 
consent of at least one party thereto, by a person not present thereat, by means of any 
instrument, device or equipment.”2

Intercepting or accessing of an 
electronic communication

“The intentional acquiring, receiving, collecting, overhearing, or recording of an electronic 
communication, without the consent of the sender or intended receiver thereof, by means of 
any instrument, device or equipment, except when used by a telephone company in the 
ordinary course…”3



7Consent of Ambient Intelligence Tools in Clinical Settings (1/2) 

Until more substantial legislation is passed that addresses ambient intelligence or a body of case law emerges, clinical entities and providers 
are not required to obtain patient consent for the use of these tools under applicable law. However, CHCANYS members may wish implement 

procedures through which consent is obtained from both providers and/or their patients prior to a clinical encounter. 
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• Consents can be most readily obtained as part of annual trainings (for existing providers) or during initial 
onboarding (for new providers).

• Obtain from each provider a blanket consent for the use of ambient intelligence tools in the provider’s clinical 
encounters with patients would be the easiest to administer, collect, and maintain for CHCANYS members

• If providers consent to the use of ambient intelligence tools, such consent will satisfy New York’s one-party 
consent rule to guard against potential violations of eavesdropping laws, to the extent applicable (i.e., patient 
consent to the use of the tool would not be required under current law).

For Providers 



8Consent of Ambient Intelligence Tools in Clinical Settings (2/2) 

The following is an example of patient disclosure form for the use of ambient intelligence tools. Unless a patient can truly opt-out of the use of 
such tool, we recommend that a patient disclosure be provided (as opposed to obtaining patient consent) 
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• A patient disclosure may be most easily provided during the intake process or when the nurse or provider 
firsts entering the exam room.

• Patient disclosure form may consist of the following sections:

o Definition of ambient intelligence tools
o Description of how the specific ambient tool will be used
o Instruction for patients to contact their provider (or someone else) if there are additional questions. 

For Patients
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10Thank You! 

Randi Seigel
Partner,
Manatt Health 

Jared Augenstein
Managing Director,
Manatt Health 

This program does not constitute legal advice, nor does it establish an attorney-client relationship.  Views expressed by presenters 
are strictly their own and should not be construed to be the views of Manatt or attributed to Manatt.
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Appendix
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12Exhibit 1: Provider Consent to the Use of Ambient Intelligence Tools 
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Exhibit 2: Patient Informed Consent to the Use of Ambient Intelligence 
Tools
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Questions



We will share resources. Please contact us with any questions or concerns.

aepstein@chcanys.org 

mailto:aepstein@chcanys.org
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